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Abstract 

The Internet of Things (IOT) refers to a network that uses the internet to connect various devices. IoT helps 

to transmit data between devices, track and monitor devices, and other things. IoT makes objects "smart" by 

allowing them to transmit data and automate tasks without physical interference. In this paper we’ve used 

and proposed the Machine Learning Classifier including Gaussian Naïve Bayes Classifier, Random Forest 

Classifier, K-Nearest Neighbours Classifier, Support Vector Machine Classifier, Gradient Boosting Classi-

fier. In the first step, the data of 28 IoT devices were taken for model training and testing process by using 

several data pre-processors including data cleaning and splitting, standardising features, Numerical imputa-

tion, etc. In the concluding step, the accuracy score of the Random Forest Classifier was found to make the 

most accurate prediction with an accuracy score of 95.2% among the five classifiers.  

Keywords: Internet of Things, Machine Learning, Machine Classifier, RFC, KNN, SVM, GBC, GNB, 

Standardizing Features 
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1. INTRODUCTION 

The Internet of Things (IoT) stems from the idea of interconnecting most contemporary devices in the 

network. Many of these devices are wirelessly connected to facilitate the deployment process. Recently, 

there has been an explosion of embedding wireless capabilities in several devices, which is expected to reach 

42 billion devices worldwide by 2025 [1]. Network connected devices include devices such as internet-

enabled appliances, medical devices, smart locks, wearable’s, home monitoring sensors, cameras, industrial 

sensors and actuators, and many more [2, 3, 4]. These devices collect a large amount of sensitive information 

about  
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the user’s whereabouts, health, behavior, and environment [4]. They are also responsible to perform tasks 

that are safety-critical, such as safe flying of UAVs, automatically regulating 

one’s heart rate and delivering drugs, controlling entry to one’s residence, controlling gas and electric 

appliances, etc. [4]. For example, a smart garage door provides access to the house premises, a remotely 

programmed pacemaker controls the electrical pulses applied to the heart [5, 4], and a smart insulin pumps 

continuously monitor and adjust insulin delivered to diabetic patients [6, 4] The security of these devices is 

prone to two significant vulnerabilities; first, the insecurities and vulnerabilities in the firmware and second, 

the secrets utilized to bootstrap security are prone to compromise. The Common Vulnerabilities and 

Exposures (CVE) database of vulnerabilities alone consists of over 900 records related to the keyword “IoT” 

depicting the vulnerabilities of firmware [7]. Furthermore, the compromised secrets can be utilized by an 

unauthorized party to inject/modify sensitive data [11, 12, 13, 10, 8]. Therefore, both vulnerabilities 

compromise the security of the whole network. One of the available ways to address this issue is to use a 

policy-based access control to prevent insecure devices from taking control of the home network [14]. 

However, the state-of-the-art requires manual configuration of the policies and is not capable of 

automatically distinguishing device capabilities to enforce the policy. 

2. MACHINE LEARNING CLASSIFIER 

2.1 Random Forest Classifier 

The Random Forest Classifier is based on a decision tree like structure at its core, and it can be categorized as an 

ensemble-based learning method used for making classifications. The algorithm is called ensemble-based because 

it makes a prediction using an ensemble of large amounts of different and completely uncorrelated decision trees. 

The final result is based on the predictions made by each individual decision. 

 

2.2 K-Nearest Neighbors Classifier 

K-Nearest Neighbour is one of the simplest Machine Learning algorithms based on Supervised Learning tech-

nique. K-NN algorithm assumes the similarity between the new case/data and available cases and put the new 

case into the category that is most similar to the available categories K-NN algorithm stores all the available data 

and classifies a new data point based on the similarity. This means when new data appears then it can be easily 

classified into a well suite category by using K- NN algorithm K-NN algorithm can be used for Regression as 

well as for Classification but mostly it is used for the Classification problems. K-NN is a non-parametric algorithm, 

which means it does not make any assumption on underlying data. It is also called a lazy learner algorithm because 

it does not learn from the training set immediately instead it stores the dataset and at the time of classification, it 

performs an action on the dataset.KNN algorithm at the training phase just stores the dataset and when it gets new 

data, then it classifies that data into a category that is much similar to the new data. 
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2.3 Gradient Boosting Classifier 

The Gradient Boosting Classifier is a supervised machine learning algorithm based on the ensemble technique, 

which means that it utilizes the predictions made by several different weak decision trees to give a strong final 

prediction. The gradient boosting algorithm uses an additive approach to build the model by typically adding 

several decision trees sequentially, where in each iteration, the successor tree utilized the results generated by its 

predecessor tree to reduce error. The processes, also shown in Fig. 2.1, effectively reduces the error over several 

iterations, which helps the algorithm to provide its final predictions. 

 

Fig 2.1   Gradient Boosting Classifier 

2.4 Support Vector Machine Classifier 

The Support Vector Machine Classifier is a supervised machine learning algorithm, mostly used for solving clas-

sification problems. The algorithm plots all data points with an ‘n’ number of features in an n-dimensional space, 

and the coordinate value of each data point is the value of the feature. Finally, classification is performed by 

finding hyper planes that differentiates the multiple classes, and if a test data point can be placed within a certain 

hyperplane, it will share the same class with the data points in its neighborhood. Fig. 2.2. 

 

Fig. 2.2 Support Vector Machine Classifier 

2.5 Gaussian Naive Bayes Classifier 

The Gaussian Naive Bayes Classifier is often used for classification jobs where the values of all features are 

continuous and distributed in a Gaussian distribution. The algorithm is called naive because it implies that the 

presence of any feature is completely independent of the existence of any other feature. It is based on the Bayes 
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theorem (Eq .1) which helps define the probability of the occurrence of hypothesis A after the data B, is already 

given. 

P(A|B) =  P(B|A)P(A)/P(B)             (Eq .1) 

3. METHODOLOGY 

3.1 Data Set 

The data collected include more than 28 IoT devices such as cameras, motion sensors, health monitors, appliances, 

etc. A subset of data collected over the period of six months has been made available as open-source. We chose 

15 devices as shown in Table 3.1 and obtained relevant information from packet capture files by extracting im-

portant features using tshark into comma separated value files (.csv). After capturing the “n” packets from the 

pcap file and the “f” features using tshark, we built the fingerprint matrix (n×f). We further classified the different 

devices according to the type of device they are and assigned them a class for the model training and testing 

process. Traffic between all devices listed in the table and the access point was acquired from data collected at 

the University of New South Wales [15]. 

Table 3.1: List of IoT devices and their classes 

Device  Name Category Class 

Amazon  Echo Smart Home Assistant 1 

Netatmo Welcome Smart Camera 2 

Samsung SmartCam Smart Camera 2 

Dropcam Smart Camera 2 

Insteon Camera Smart Camera 2 

Belkin Wemo switch Smart Electrical 3 

and Lighting 

3 

Light Bulbs LiFX Smart Bulb Smart Electrical 3 

and Lighting 

3 

Belkin wemo motion sensor Smart Sensor 4 

Netatmo weather station Smart Sensor 4 

Withings Smart scale Smart Sensor 4 

Withings Aura smart sleep sensor Smart Sensor 4 

Triby Speaker Smart Sensor 4 

Samsung Galaxy Tab Non-Iot 0 

Laptop Non-Iot 0 

iPhone Non-Iot 0 
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3.2 Data Pre-Processing 

For better classification results the data was preprocessed by using several techniques. Following are the tech-

niques used in this paper. 

 

3.3 Data Cleaning and Splitting 

The pcap files had several data  points and characteristics that were not relevant. Therefore, once the pcap files 

were converted to csv files, we removed packets with source ethernet addresses that were not required in our 

model. This included all outgoing traffic from the access point, since it does not require classification and would 

only bias the predictions made by the classifier due to the large amounts of such packets present in the data. The 

empty columns representing empty values for features were also removed since they do not provide any contri-

bution to the classification process. Finally, the entire dataset was labeled in different classes for training and 

testing. The data in the csv was loaded into a data frame and the labels were separated out of the data frame 

splitting the data into X (features) and Y (labels). Then both X and Y were randomly split into train and test data 

sets in a ratio of 80% and 20% respectively. 

 

3.4 Standardizing Features 

Standardizing features is a requirement for many classifiers to achieve high accuracy. We used the standard 

sklearn scale method to standardize the features in our dataset, which subtracts the mean from the values and then 

scales it to unit variance, 

z = v – m/s                                  (Eq .2) 

where, v = values of the sample dataset, m = mean of training samples and s = standard deviation of the training 

samples 

 

3.5 Numerical Imputation 

We use numerical imputation to assign a value to missing values in any feature. It is better than removing the 

entire packet since that would affect the amount of data needed to make accurate classifications. Therefore, miss-

ing values are imputed to the median values of each individual feature. This process is done by utilizing the fill 

na method provided by the pandas data analysis tool. First, we use a random forest search classifier to extract 

feature importance scores from the 19 features shown in Fig.3.1 After calculating the importance scores for the 

features, we set a threshold of 0.05 for the importance score of the features and eliminated all features with im-

portance scores below the threshold. 
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Fig. 3.1 Feature importance score 

The data that we used to classify the type of IoT devices had several features that were not useful for making 

predictions. Such features included tcp.urgent pointer, ip.flags.mf, tcp.analysis.ack rtt, ip.proto, tcp.time delta, 

ip.flags.df, tcp.flags, tcp.len, tcp.ack, udp.port, tcp.time relative, tcp.seq. These features were removed from the 

dataset because they did not provide any valuable contribution, negatively affected the required runtime and 

memory usage, and reduced the accuracy of the classifiers used. 

 

3.6 Training and Testing 

After collecting and pre-processing the dataset, 80% of it was used to train each of these five classifiers individ-

ually: Random Forest Classifier (RFC)[23], K-Nearest Neighbors Classifier (KNN)[17], Support Vector Machine 

Classifier (SVM)[18], Gradient Boosting Classifier (GBC)[19], and Gaussian Naive Bayes Classifier (GNB)[20]. 

The training process was performed using the fit method provided by sklearn, which fits the model onto the data 

to later provide predictions [21]. During the training process, the time taken to fully train each model was recorded 

and is shown in Table 3.2.  During testing, the labels for the test data were predicted by the previously trained 

models, and the predicted labels were compared to the actual labels to calculate the accuracy of the classifications 

provided by each model. This was done by the use of accuracy score function provided by the sklearn metrics 

library [22]. Finally, the time required to train each model was calculated and the average time required to classify 

a single data point is shown in Table 3.2 Model. 

Table 3.2: Time required for training each model and the average time required to classify one device. 

Model Train Time Test Time 

Gaussian Naive Bayes Classifier 50 ms 0.23ms 

Random Forest Classifier 18.17 sec 0.63 ms 

K-Nearest Neighbors Classifier 0.34 sec 0.92 ms 

Support Vector Machine Classifier 110 min 3.67 ms 

Gradient Boosting Classifier 2.9 min 6.89 ms 
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4. RESULTS ANALYSIS 

We present the results of the classification algorithms employed in this thesis to identify the device type-level 

classification. To achieve the most accurate classification of all the IoT devices, we trained five different models 

including Random Forest Classifier (RFC), K-Nearest Neighbors (KNN), Support Vector Machine Classifier 

(SVM), Gradient Boost Classifier (GBC) and, Gaussian Naive Bayes (GNB) classifier and then evaluated their 

performance. The metrics used to analyze each model performance were the F1 score and the accuracy score. 

F1 Score 

The F1 score is an evaluation metric used to determine the performance of a machine learning classifier and is 

defined as the harmonic mean of recall and precision. It gives a better insight about the classification made by 

each device type classifier as it not only calculates the number of misclassifications made by the different models 

but helps identify the types of mis classifications made. 

 

Recall, also known as sensitivity, is the ratio between the correct true positives and the total sum of the number 

of false negatives and true positives and is given by 

 

The value of the F1 score can range between 0 and 1 where 1 is the highest score a model can achieve and the 

values of both precision and recall are the highest. The formula for the F1 score is given by 

F1 Score = 2 × Precision × Recall 

                        Precision + Recall 
We calculate the F1 score using the evaluation metric library provided by sklearn metrics The F1 score for 

each class within each model is plotted in the Fig. 4.1 where class 0 represent non-IoT devices, class 1 represents 

Home Assistants, class 2 represents Smart Camera, class 3 represents Smart Bulb & Smart Electrical, class 4 

represents Smart Sensors, and class 5 represents Smart Speaker. The highest average F1 score for all classes was 

provided by the Random Forest Classifier (RFC) where it can further seen that the model is near perfect for 

differentiating between an IoT and a non-IoT device. 

 

Precision =      Number of True Positives 

   

         
Number of True Positives + Number of False Positives  

 

Recall =      Number of True Positives 

   

         
Number of True Positives + Number of False Negatives 
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Fig 4.1: F1 scores for Random Forest Classifier (RFC), Gradient Boost Classifier 

(GBC), K-Nearest Neighbors Classifier (KNN), Support Vector Machine Classifier 

(SVM), and Gaussian Naive Bayes Classifier (GNB). 

Accuracy Score 

The accuracy score is an evaluation metric used for machine learning models to measure their performance by 

determining the ratio between the number of correct predict tions made by the classifier and the total number of 

predictions to be made  Additionally, the percentage of this score can be calculated to obtain the accuracy of a 

classifier in terms of a percentage. 

Accuracy Score = Number of correct      predictions/Number of total predictions 

The function to calculate the accuracy of our machine learning models used to perform 

multi-class classification was provided by the sklearn. metrics library [24]. After making the predictions, we es-

tablished that the Random Forest Classifier (RFC) was the most accurate model for making predictions with an 

accuracy of 95.2%. The second most accurate classifier was the Gradient Boost Classifier (GBC) with an accuracy 

of 94.8%, then the K-Nearest Neighbors Classifier (KNN) with accuracy 93.3%, Support Vector Machine Clas-

sifier (SVM) with accuracy of 88.3%, and finally the Gaussian Naive Bayes Classifier (GNB) with accuracy of 

76.8%. 

Furthermore, using the accuracy score, we also determine the 95% confidence interval for each classifier. The 

method essentially provides an upper bound and alower bound for accuracy, which represents all the possible 

values accuracy can have. Therefore, when any device needs classification, there will be a 95% likelihood for it 

to be classified will lie between that range and is given by the following equation 
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Fig 4.2 Accuracy vs Model plot for Confidence Interval  

The upper and lower bounds of the 95% confidence interval for each classifier are shown in the Table4.1 and 

its plot is shown in Fig.4.2. 

Table 4.1: Upper bound and lower bound of 95% Confidence Interval (CI) 

Model CI Upper Bound CI Lower Bound 

Random Forest Classifier 0.9527 0.9513 

K-Nearest Neighbors Classifier 0.9338 0.9322 

Support Vector Machine Classifier 0.8840 0.8820 

Gradient Boosting Classifier 0.9487 0.9473 

Gaussian Naive Bayes Classifier 0.7694 0.7666 

 

5. CONCLUSION 

We used the Random Forest Classifier, Gradient Boost Classifier, K-Nearest- Neighbors Classifier, Support Vec-

tor Machine Classifier, and the Naive Bayes Classifier to identify whether a device in the network is an IoT device 

or not, and then further classified the type of IoT device. Of all models, the Random Forest Classifier was able to 

make the most accurate prediction with an accuracy score of 95.2% and the highest average F1 score. Gaussian 

Naive Bayes Classifier was found to be the fastest classifier for training and testing; however, we prefer to use 

the Random Forest Classifier, as it still required less time than most other models for training and testing and 

provided the most accurate 

results. 
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